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Visgt the clubsweb page for training courses........ WWW.users.on.net/pvscc/training.htm

Weekly Schedule for Computer Courses

Mondays9.30am to 11am Beginners& Do your own thing.
11.00 am to 12.30 pm Graphics.
Tutor: Zillah Warner

Tuesdays9.30am to 11am Beginners& Do your own thing
11.00 am to 12.30 pm Graphics (Digital Editing).
Tutor Bert Foster

Wednesdays9.30am to 11am Using the Software.

Tutor: Tom Lehane

1pm to 2.30pm Beginners, I nternet/Email, and Genealogy
Tutor: GeorgeBell and John Windle

Thursdays: 9.30am to 11am Beginners, Card Making and
Doyour own thing.
Tutors Pat Mitchel & Zillah Warner

Fridays: 9.30am to 11am Beginners & Do your own thing.
Tutor Alan Lees and John Windle

‘Doyour own thing’ meanslearn Word, Publisher, Excel or
play on thelnternet.

Please note: Wednesday after noon classes on the 2™ Wednesday of each month are closed due to the seniors

centre committee meetings held in the club room.

<S>S>S>S<S<><><>Member ship Subscriptions for 2006/2007 year are due by 1st July 2006<><><><><><><>

Local News.

Committee members voting forms are now available. Anyone wishing to make nominations for
Club Committee for 2006 to 2007 should be forwarded to the Secretary by 3rd August 2006.
Nominations forms are available from class tutors or any of the committee members.

The club’s newsletter for August will be late due to the annual general meeting held on Sth of August.

Following on from last month topic, Internet
spyware/adware, there is one form of email that few if any
can filter and that is Scam email. (A fraudulent business
scheme or swindle).

The other is‘Chain Mail’. (An email which urgesthe
recipient to forward the email to other people).

Chain Mail: Theseare usually Internet hoaxes and chain
mail letters received from friends. They are e-mail
messages written with one purpose; to be sent to everyone
you know. The messages they contain are usually untrue. A
few of the sympathy messages do describe areal situation.
But that situation was resolved years ago so the messageis
not valid and has not been valid for many years. Hoax
messages try to get you to pass them on to everyone you

know using several different methods of social engineering.

Most of the hoax messages play on your need to help other
people. Who wouldn't want to warn their friends about
some new virus that is destroying people's systems? Or,
how would you not want to help this poor little girl who is
about to die from cancer? It is hard to say no to these
messages. If you send them on to friends out of sympathy
you will find that the email will find itsway into a

Scamming scheme that obtain the mailing address
supplied by Chain Mail hoax.

| received a scam letter from South Africa. How they found
my email address isanyone's guess. | feel it was obtained
from my niece who frequently forwards sympathy chain
mail |etters. The letter was from a nurse who has cancer
and her doctor husband was killed in a car accident. She
has ten million dollars in the bank and wishes to help the
needy in my country.

She obtained my email address from a pen friend who
stated that | am honest and trustworthy. If | was willing to
help, please reply to her email.

If | wasto reply to this request then | would be just letting
the scammer know that thisis a valid email address. The
scammer can then confidently send me more details on how
to obtain the money for the needy, with the happy
knowledge that my account is active and that | actually
read the email.

Theaim of this scam is to obtain my banking details. Just
delete any form of scam, don’t reply.

A similar scam doing the rounds can be found at this
address http://rjohara.net/nigerian-419-fraud/2005-04-23-jenifer-
willson.html
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Thisweb site lists the scams since January 2006.
http://rjohara.net/nigerian-419-fraud/

Most scamsfollow a similar pattern. They have alarge sum
of money which they need to forward to your bank
account. Either from an overseas lottery or lotto win. They
found money | eft to an estate linked to you while doing a
genealogy research. They want you to be a business partner
in avery profitable company or they have lost their
husband or wife in a car accident and they themselves are
dying of cancer and need to help the needy with your
assistance. Thislast example appears to be the one used the
most for 2006. Scammers sometimes use the names of real
people or legitimate orgainzations in their messages. Give
all these thebig DELETE KEY.

SISO IS

Another clever scamis Online Banking Fraud. The emall
looks genuine and even has the banks letter head and bank
ABN (Australian Business Number). These emails are sent
to bank customers with the purpose of capturing
confidential banking information such as password and
login details, card and bank account details.

You may think this is a genuine request, after all they have
your email address. Remember, as | mentioned above,
these scammers obtain the mailing address supplied by
Chain Mail hoax.

The scammer doesn’t know which bank you use they just
take a punt as our banking system only has a few major
banks that the public use.

The example below was sent to my niece who has never
done business with the Commonwealth Bank.

Notethey don’'t know her name or other detailsit’s aclever
fraudulent attempt to obtain her banking information.

Dear Commonwealth Bank user

reliable database server, we are performing aregular
monthly update on every account enrolled with us. In order
to confirm your account and to preserve the account
stability, you are required to login to your account using the
following link below:

In our effortsto offer a competitive service and to maintain a

https://www3.netbank.commbank.com.au/netbank/bankmain

This procedure is performed one time only and it does not
require further actions on the customer side. After the
account has been confirmed by logging in, your regular
daily actions on Commonwesalth Bank Online website can
be continued.

This is an automated message, no reply or confirmation is
required on the receiver side.

/ CommonwealthBank
Commonwedlth Bank of Australia 2005 ABN 48 123 123 124

The Commonwesalth Bank does not send emails requesting
you to confirm, update or disclose your confidential
banking information. This applies to other banks as well.
The email looks genuine, they are fraudulent and should be
deleted immediately. Don't even try to answer with a
clever remark like, “Nice try buddy, wrong bank”. You are
just letting the scammer know that thisisa valid emaiil
address.

Note also the web address in the exampleis wrong for the
Commonwealth Bank of Australia. The default address for
the bank is, http://www.commbank.com.au/default.asp
<SS SISISISISISS

Another annoyance is spam email. How did they find my
email address?
There are many ways spam E-mailers obtain your mail
address.

1. Spyware that has been unknowingly installed on

your computer.

2. Chat rooms or instant messengers.

3. Newsgroup postings.

4. Guest books on web pages.

Many computer magazine cover discs offer full versions of
redundant commercial software. The company offering the
software permits full use after registering free on their web
site.
They require your email address to send the registration
codeto you.
You have now started the distribution of your email address
to other parties that deal in spam.
Once your email address has been obtained and placed in
an Email databases it may be sold worldwide.
If you enjoy the free software CD on computer magazines
then use a web email account to obtain their registration
code.
Thefree Hotmail or Yahoo mail accounts can be closed
once you become subject to spam.
Then restart another free Hotmail or Yahoo mail account
under another name.
With Hotmail and Yahoo mail you can indicate which is
spammail. It's placed in a special folder and removed by
the site within 5 days.
How can | protect my email from spam?
Visit Microsoft web site address below for information on
email security.
http://security.msn.com/articles'msmailprotect.armx
>SS SIS
The comments are from the editor’s research on Chain mail,
scams and spam mail and are not associated with The Penrith
Valley Seniors Computing Club Inc.
Disclaimer - Articles contributed to this document and
published as a service to members, do not necessarily reflect
the opinion or policy of PVSCC Inc. Articles are intended as
opinions and items of debate only.
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Question on Software or Operating system.

Sopping or Closing a Program.

Stopping aprogram quickly if you suspect it might harm your data or other programs we regularly use the Close button on the upper-

right side of our screen.

4 Thisquick Close option is most frequently used by users of Windows programs.

A very quick program close is from the Windows Short Cut Keys, [Alt + F4].

The closing program will notify the user if there is a change in the programs

contents and a save isrecommended.

[| Alt ]][| F4]]

Therecommended method to closea program is
from the menu bar in the File menu options.

[Exit].

Notethe[Alt + F4] shortcut keyscombination.
Some programs saveyour preferred display
preference when closed from the[Exit] command.
Good exampleisWindows Explorer.

@ View Image Colors Help

Left click [File] and left click themousebuttonon | %

e Ckrl+m
Open. .. Chrl+
Save ChH+5
Save b5,

Prink Pressew

Page Setup...

Prink. .. Chr+P
Send...

AlE+F4

= Restore
— Minirnize

Alt+F4

If you find aprogram hard to close, place the mouse
arrow cursor on the active program on the task bar at the
bottom of your desktop screen. Right click the mouse
button and left click [X Close].

2 Windows Task Manager
Fie Optiens Yiew Windows ShutDown Help

Applcotions | Processes  Performance | Networking || Uisers

Task Status

E—:Clﬁl‘-g_ Program, s = Opentifice.org 1.1.2  Runping
icroBackupEils

(Hish Light the prograun and Left Click [End Task] |

< >

( [ Erdrask |} swmchio | [ ew Task... |

Processes: 27| CPUUsage: 0% Commit Charge: 1721 | 12500
If you have a program that won't respond to normal close
functions then press......

to bring up Windows Task
High- Light the program

and |eft click

[End Task]. Close Task Manager.
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Committee members voting forms are now
available. Anyone wishing to make
nominations for Club Committee for 2006 to
2007 should be forwarded to the Secretary by
3rd August 2006. Nominations forms are
available from class tutors or any of the
committee members.
SIS

Club Survey & Suggestions.

The committee would like members to
provide comments and suggestions on how
the club is going and how it could be
improved.

Please put your comments and suggestions
in the letter box bolted to the bookshelves in
the computer room or e-mail them to:
pvscc@internode.on.net
SIS

The President Geor ge Bell welcomes our new
members.

Raymond Kaltenbacher

Mavis Lamont

Nancye McDonald

Stan Ned

Beryl Poole

Betty Thorsby

SIS IS

The members blowing out candles in July

are:
Alfred Selway

Edward Trower

Stephen Buttress

Josephine Rossetto

Joyce L eavett-Brown

Carol Stock

Denis McAdam

Patricia Tierney

SISO IS

Our Computer Club is registered with Australian
Seniors Computer Clubs Association, (ASCCA).
Each year the association holds their annual general
meeting. To encourage improvement in senior’s skills
they run a competition for the Best Newsletter, Best
Club Web Site and a Digital Photography
Competition.

Best Newsletter and Club Web Site isintended to
cover just the two or one author.

The Digital Photography Competition is open to all
members of our computer club.

There are six categor ies
1. Enhanced

a. Landscape
b. People
c. Generd

Not Enhanced
a. Landscape
b. People

O c. Generd

Entrants can submit only one digital image in
each category. Composite photographs e.g.
panorama count as one.

O O~ OO0

Entry forms will be placed on the class sign in
desk for members interested in entering the
competition.

S5 I5ISIESIE5>E<>

To view last years winners log on to
http://www.seniorcomputing.org/index.htm

and click on,

Competition Winners

Digital Photo

Newsletter

Website.

All are in pdf format. The ‘Digital Photo’ file is over
1 meg in size and contains 19 images.

All are copyrighted to ASCCA and can not be
reproduced here.
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Remember, Membership Subscriptionsfor 2006/2007
year are due by 1st July 2006.
>SS

Committee members voting forms are now
available. Anyone wishing to make
nominations for Club Committee for 2006 to
2007 should be forwarded to the Secretary
by 3rd August 2006.
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Please note that all future email newsletters will
be in Adobe PDF format. Most members will have
Adobe Read already installed on their computers
as it has become a standard format for
documents.

Visit the club’s newsletter web site for links to

Adobe Reader.
http://www.users.on.net/—pvscc/newsletter/newsletter.html
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