CCIE chapter 1
LAN switching
Resources used:

CCIE Routing and Switching Exam Certification Guide 3rd Edition Nov 2007

CCIE Professional Development Routing TCP-IP Volume I
IPExpert CCIE Routing & Switching Audio Bootcamp V3
Straight-through T568A (both ends) or T568B (both ends) 1 –1; 2– 2; 3 – 3; 6 – 6

Cross-over T568A on one end, T568B on the other 1 – 3; 2 – 6; 3 – 1; 6 – 2
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10 and 10 base T only use Pair 2 and 3. pair 2 for transmit , pair 3 for receive.
Auto-MDIX (automatic medium-dependent interface crossover) detects if the incorrect cable is being used and switches the transmit and receive pair on the interface itself.

Switchports are by default autonegotiate for speed and duplex, 2 switchports both in autonogtaite will use Fast link pluses ( FLP) for autoneg. If one end isn’t using autoneg then the swtichport will detect speed by based on the incoming electrical signal.

Duplex can only be detected by FLP, if one end isn’t doing autoneg then the other end defaults to half duplex on 10 and 100baseT and full duplex on 1000 BASET.
To disable auto-negotiation on a

Cisco switch port, you simply need to statically configure the speed and the duplex settings
Ethernet devices can use FDX only when collisions cannot occur on the attached cable; a

collision-free link can be guaranteed only when a shared hub is not in use.

NICs operating in HDX mode use loopback circuitry when transmitting a frame. This circuitry loops the transmitted frame back to the receive side of the NIC, so that when the NIC receives a frame over the cable, the combined looped-back signal and received signal allows the NIC to notice that a collision has occurred.

CSMA/CD

1. device listens on the wire to sence if there is a trasmition taking place

2. when the line is clear the device transmits onto the wire at the same time it listens to make sure there isn’t a collision

3. if there is a collision all deivces that sent a frame will send a jamming signal so all devices on the collision domain.

4. after the jamming singal all devices that sent a frame involved with the collision wait a random amount of time befor transmitting again ( assume the line is free).
HUB

Operates only at layer 1

Repeats electrical 

Forwards all traffic out all ports except the receiving port

Switches
Will buffer incoming frames to prevent a collision

Creates micro segmentation, each switchport is its own collision domain

 Repeats electrical signals
Hub and switches are both bridges,  Ethernet bridging is transparent to the end hosts. Nothing at layer 1 / 2 should change (MTU, soruce,dest erc)
On a Cisco switch,

On a show int:


Collisions: are collisions within the first 64 bytes of a frame


Late Collisions: are collision after the first 64 bytes of a frame


Deferred: a frame was buffered to prevent a collision

FRAMES:
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Mac addresses are 6 bytes in length.
Unicast is a one to one transmission

Broad cast is a one to all on the broadcast domain ( dest address  FFFF.FFFF.FFFF)
Multicast is one to more then one destination. 
Ethernet address is made up of two parts 3 byte org manufacture number and a 3 byte vendor assigned address. These two form to make a 6byte address that should be globally unique. 

In the first byte, the firs bit (right most) is the I/G bit (intervidual/group) this represents if the frame is a unicast frame (bit set 0) or a broadcast/multicast frame( bit set 1).

In the first byte the second bit ( 2nd from the right) is the U/L bit ( universal / local) this signifies if  the administrator has changed the mac address of this device (1) or it is the vendor assignment (bit set 0).
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Attenuation, interference, and distortion prevent a signal from arriving in the same shape it wasin when it left. 

Attenuation (a) is a function of the resistance of the wire. A certain amount of signal energy must be spent "pushing past" the resistance. 

Interference (b) is a function of outside influences—noise— which adds characteristics to the signal that should not be there. 

Distortion (c) is a function of the wire impeding different frequency components of the signal in different ways.
Switching logic

Known unicast
 Forwards frame out the single interface associated with the destination address

Unknown unicast 
Floods frame out all interfaces, except the interface on which 


the frame was received

Broadcast

 Floods frame identically to unknown unicasts

Multicast

 Floods frame identically 

Switches learn mac addresses by examining the source MAC of each frame

Switching Methods

Store and forward, the switch stores the entire frame before forwarding, this allows it the checkt he FCS ( check sum) to make sure the frame doesn’t have errors

Cut-though, doesn’t store the frame (unless it is forced to wait to transmit) it doesn’t do any checking of the frame, has lower latency then store and forward.

Fragment free, stores the first 64 bytes and checks for errors before forwarding. Errors that occur because of collisions shouldn’t happen after the first 64 bytes so this mode insures that packets that have had a collision aren’t forwarded.

Ethernet Types and Cabling Standards

Standard Cabling

Maximum Single Cable

Length

10BASE5Thick coaxial 500 m

10BASE2 Thin coaxial 185 m

10BASE-T UTP Cat 3, 4, 5, 5e, 6 100 m

100BASE-FX Two strands, multimode 400 m

100BASE-T UTP Cat 3, 4, 5, 5e, 6, 2 pair 100 m

100BASE-T4 UTP Cat 3, 4, 5, 5e, 6, 4 pair 100 m

100BASE-TX UTP Cat 3, 4, 5, 5e, 6, or STP, 2 pair 100 m

1000BASE-LX Long-wavelength laser, MM or SM fiber 10 km (SM)

3 km (MM)

1000BASE-SX Short-wavelength laser, MM fiber 220 m with 62.5-micron fiber;

550 m with 50-micron fiber

1000BASE-ZX Extended wavelength, SM fiber 100 km

1000BASE-CS STP, 2 pair 25 m

1000BASE-T UTP Cat 5, 5e, 6, 4 pair 100 m   

